Best practices to shape & secure
your 1:1 program for Windows
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Overview

A key requirement of a 1:1 Windows deployment is security — ensuring students are using the device safely and
productively. This document addresses several aspects of Windows Server and Group Policy that are important
to configure correctly for a successful 1:1 experience.

The Device Settings are only pushed down to the Windows device if the device is joined to your organizations

Active Directory domain. It is critical that users do not have administrative privileges. With such privileges, a user
can bypass any restrictions placed on the machine.

Device Settings

Securly SSL Certificate Deployment

Since Securly does MItM (Man In the Middle) SSL interception to decrypt SSL websites, it is required that all
Windows devices have our SSL certificate installed to them. This is accomplished via Group Policy.

Our certificate can be downloaded from here.

o Open “Group Policy Management”. 6 Title the new GPO “Securly SSL” and then click
“OK”.

9 At the top level of your domain right click and
“Create a GPO in this domain, and Link it here...”.

Name:

| Secury 551

|5 Group Policy Management ad.k12publicschools.org Source: Starter GPO-

Pl A Forest: adjk12publlcschoo\s.org Status | Linked Group Policy Objer
4 E Domains |{nor‘|e}
d.k12publ
4 % GPQO in this domain, and Link it here... r |
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Right click the new GPO and select “Edit...”. Click “Next” on the first certificate import wizard
screen as no items are configurable.
5L Group Policy Management ad.k12publ

A _ﬁ Forest: ad.k12publicschools.org w G wieaa

4 [ZL Domains

4 F3 ad.k12publicschools.org )
a7 Securly SSL This page st Welcome to the Certificate Import Wizard

b ) DomainCq|  Edit.. 1
This wizard helps you copy certificates, certificate trust lists, and certificate revocation

lists from your disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect dats or to establish secure network:
connections. A certificate store is the system area where certificates are kept.

From within the Group Policy Editor navigate to:
Computer Configuration > Policies > Windows .
Settings > Security Settings > Public Key Local Machine

Policies > Trusted Root Certificate Authorities. L
To continue, dick Mext.

Store Location

_: Securly S5L [SRV01.ADK12PUBLICSCHOOLS.ORG] Pelicy

4 i Computer Configuration
4 || Policies

I [ Software Settings

4 | Windows Settings

i [ ] Mame Resolution Policy On the second screen “File to import”, click on
= zc”pt_s (S;E"t_”p"Sh”td':'Wﬂ “Browse...” and navigate to the downloaded
4 ecurity Settings . .
B -- Y = file from above and then click next.
b = Account Policies
I j Local Policies File to mport
4 -_Ij Event LDg Specify the file you want to import.
I [ g Restricted Groups
b [ System Services
b El Registry File name:
b [ File System | | BrowEe...
b _—"" W!rEd Nm\j’mk (IEEFT 802.3) Policies i Note: More than one certificate can be stored in a single file in the following formats:
|| Windows Firewall with Advanced Security
- A . Personal Information Exchange- PKCS #12 ((PFX,.P12)
_| Metwork List Manager Policies
b ;ﬂg Wireless Metwork (IEEE 802.11) Policies Cryptographic Message Syntax Standard- PKCS #7 Certificates (P7B)
4 ] Public KE}f Policies Microsoft Serialized Certificate Store ((S5T)
| Encrypting File System
| Data Protection
~| BitLocker Drive Encryption @ =+ Certificate Import Wizard
~| BitLocker Drive Encryption Network Unlock
| Automatic Certificate Request Settings )
- — - — File to Import
| Trusted Root Certification Authorities . Specify the file you want to import.
File name:
C:\Users\Administrator \Downloads\securly_SHA-256.at | ‘ Browse...
5 113 ”
On the rlght—hand pane’ SeleCt |mp0rt. ot Mote: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (.PFX,.P12)
I LAl | Ed T|:| - | CEL] Ed E}r Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P78)

Microsoft Serialized Certificate Store {,55T)

Import...
(2
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e On the last screen click “Finish” and then “OK”.

Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish.

You have specified the following settings:

(o= gl e e e [N Trusted Root Certification Authorities

Content Certificate

File Name C:\Users\Administrator \Downloads\securly_SHA-256

< m [ [~7]
Fin

Importing the Chrome Group Policy Object

Copying over the necessary files

It is necessary to import the Chrome Group Policy Object (GPO) so that Active Directory can manage the
Chrome settings to ensure compliance.

© Download the Group Policy templates B + policy templates » windows » admx »
from Google at: https://support.google.com/- )= ) K o
chrome/a/answer/187202?hl=en - K - )
e | ence | L%an-m
© Extract the files from the zip file. | ero J o« RS
) b )
© Copy over “chrome.admx” from Down- J b Jow J b
loadLocation\policy_templates\windows\ad- & ¢ | ()
mx\ to C:\windows\PolicyDefinitions\. bt b v o
J, ms J . ne Jon
O Copy over “chrome.admx” from Down- b pron | et b
loadLocation\policy_templates\windows\ad- & A - X -
mx\en-US \chrome.adml to C:\windows\Poli- R - e A
cyDefinitions\en-US (replace en-US with your Ao l; i -
respective languages folder). k w (W |

securly 4



Creating the Group Policy Object for Chrome

“Edit ”
A &;r;:t:ad‘k‘IZpuincschooIs.org Scope Dol
. ; 4 omains .
@ At the Students OU level of your domain right 4 3 adKi2publicschools.org loks
click and “Create a GPO in this domain, and Link i/ Copy Securly File Display s n thsfocaton:
. 0 Ifi_.r Default Domain Policy The following sites. domains, and
it here...”. 2/ Securly DNS actions T =
- (2] Domain Controllers Ec;m:m
4 IE Domains 4 2] Students L
4 3 ad.k12publicschools.org Link Drder lE:E—I Google Chrome Lockdown|
ﬁ]‘ Copy Securly File = b [5] Teachers !| Edit... |!
E?J Default Domain Policy .
52/ Securly DNS actions
b 2] Domain Controllers ~
b |2 Studsnte . R . ..
S Tea{  Createa GPO in this domain, and Linkit hee.. ” (5) Nawgéte to_Computer Conflguratlo.n > Policies >
' Administrative Templates (ADMX Files) > Google
> Google Chrome.
© Title the new GPO “Google Chrome Lockdown”. .__EI Google Chrome Lockdown [SRV01L.AD.K12PUBLICSCHOOLS.ORG] Po

[ %

i Computer Configuration
4 [ Policies
b ] Software Settings
p ] Windows Settings
4 |71 Administrative Templates: Policy definitions (ADMX files)
r ] Control Panel
Source Starter GPO: 43 Google
[pene) .

Name:
|Google Chrome Lockdown|

0O All of the options below are found on the right-hand
side for the Google Chrome policy settings.
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Guest Mode

5| Enable guest mede in browser

E Enable guest mode in browser

O Mot Configured ~ Comment:
O Enabled

(®) Disabled
Supported on:

Opticns:

| Previous Setting | | Mext Setting ‘

[

Microsoft Windows XP SP2 or later

<[]

Help:

If this policy is set to true or not configured, Geegle Chrome will
enable guest logins. Guest logins are Google Chrome profiles
where all windows are in incognito mede.

If this policy is set to false, Google Chrome will not allow guest
profiles to be started,

Sign-in Restriction

5| Disable Developer Tools

~

Mot configured

We recommend disabling Guest Mode to
allow better auditing of student activity.
The guest mode otherwise allows the PC
to be used without the district user policy in
place. This mode is similar to the Incognito
Mode supported by the Chrome browser —
which we also recommend turning off in a
subsequent section.

Double click the policy option named
“Enable guest mode in browser”. Select
“Disabled” and click “OK”.

Met configured

Just like the Guest Mode and Incognio

[E] Disable Developer Tools

() Mot Configured ~ Comment:
® Enabled

C Disabled
Supported on:

Options:

‘ Previous Setting | ‘ Mext Setting |

[>]

Microsoft Windows XP SP2 or later

<[]

Help:

Disables the Developer Tools and the JavaScript console,

If you enable this setting, the Developer Tools can not be
accessed and web-site elements can not be inspected anymare.
Any keyboard shortcuts and any menu or context menu entries
to open the Developer Tools or the JavaScript Console will be
disabled.

Setting this option to disabled or leaving it not set will allow the
use to use the Developer Tools and the JavaScript console,

>

Modes allow the students the ability to
browse without being audited, this setting if
not configured correctly, can allow
students to use even their Gmail ids to login
and browse without a good account of how
they spent their time online.

Double click on the policy to "Restrict
which users..." and select the "Enabled"
option.  Specify your domain(s) in the
Options dialog and click "OK".

As shown above, by using *@domain command separate list, we can prevent students from logging in with

@gmail.com.

securly



Safe Browsing

4 ] Policies

Chrome test [SRV01.ADK12PUBLICSCHOOLS.ORG] Policy
i Computer Configuration

B[ Software Settings
B[ Windows Settings
4 || Administrative Templates: Policy definitions (ADMX fil
i || Control Panel
4 [7] Google
4 | Google Chrome

| Allow Google Chrome Frame to handle thed
| Configure remote access options

| Content Settings

[ 7] Default HTML renderer for Google Chrome |
|| Default search provider

| Extensions

| Home page

[ Locally managed users settings

[ ] MNative Messaging

|| Password manager

|| Policies for HTTP authentication

This setting allows you to safe guard your students
against malicious sites. While Chromebooks are gener-
ally hardened and immune to most forms of malware, it
is important to note that the User Settings from the
admin console apply to the Chrome browser even on
other devices such as Windows machines. Further,
malicious sites can also include Phishing or other sites
that involve platform independent vulnerabilities that
target the user directly — e.g. identity theft, financial
theft, password theft etc.

You can safely leave the following settings on for this
section:

Double click on the policy option titled "Enable Safe
Browsing" and select "Enabled". Click "OK".

Double click on the policy to "Restrict which users..."
and select the "Enabled" option.  Specify your
domain(s) in the Options dialog and click "OK".

Incognito Mode and Browser History

Incognito mode availability

5] Incognito mode availability

) Not Configured ~ Comment:

(® Enabled

() Disabled e
Supported on: [\ ficrosoft Windows XP SP2 or later ~

Cptions: Help:

Mot configured

To prepare evidence reports, we

Previous Setting | | Next Setting |

recommend keeping browser histo-

Q ry turned on. Further, we find that
the Incognito Mode bypasses

pre-installed security apps and can
» be used to evade district filtering

policy. The following settings are
recommended.

Incognito mede availakility

Google Chrome.

Incognito mode disabled

w

securly

opened in Incognito mode,

mode,

mode.

Specifies whether the user may open pages in Incognito mode in |~
If 'Enabled’ is selected or the policy is left unset, pages may be
If 'Disabled' is selected, pages may not be opened in Incognite

L‘n\VForced' is selected, pages may be opened ONLY in Incogniteo

Double click on "Incognito mode
availability" and select "Enabled".
From the drop-down list, choose
"Incognito mode disabled.




Safe Search on Google

| Force Google SafeSearch

Force Google SafeSearch

O Not Configured ~ Comment:
® Enabled

O Disabled
Supported on:

Options:

Previous Setting | | MNext Setting |

Micresoft Windows XP S5P2 or later

Help:

Forces queries in Goegle Web Search to be dene with SafeSearch | ~

set to active and prevents users fram changing this setting.

If you enable this setting, SafeSearch in Google Search is always
active.

If you disable this setting or do not set a value, SafeSearch in
Google Search is not enforced.

Developer Tools

Disable Developer Tools

E Disable Developer Tools

O Mot Configured Comment:
® Enabled

O Disabled
Supported on:

Opticns:

| Previous Setting | | Next Setting |

Microsoft Windows XP 5P2 or later

Help:

securly

Disables the Developer Tools and the JavaScript console,

If you enable this setting, the Developer Tools can not be
accessed and web-site elements can not be inspected anymore.
Any keyboard shortcuts and any menu or context menu entries
to open the Developer Tools or the JavaScript Console will be
disabled.

Setting this option to disabled or leaving it not set will allow the
use to use the Developer Tools and the JavaScript console.

Mot configured

If your district’s web filter does not
support Safe Search for Google, the
following setting allows you to enforce
this directly via the Chrome policy. This
applies only to the Google search
engine. In order to achieve safe search
on other search engines, you need a
web filter that is capable of enforcing
this on those engines.

Double click on the policy option "Force
Google  SafeSearch" and  select
"Enabled". Click "OK".

Mot configured

Doveioper ool alow users (0 dobug

network, script, apps and other issues.
Ina 1:1 program however, these could
be used to circumvent district policy or
gain unfair advantage over other
students by reverse engineering of
edtech applications that transmit
insecure data or have confidential
information hidden away in the code.
We recommend disabling the user of
developer tools.

Double click on the policy option
"Disable Developer Tools" and select
"Enabled". Click "OK".



Blocking Chrome:// URLs

5| Block access to a list of URLs

Mot configured

You should dkeble cvomed/extn:

5] Block access to alist of URLs

) Not Configured ~ COmment:

‘ PreviousSe‘ﬂ\'ng| | Mext Setting ‘

sions and consider  disabling
chrome://settings.  Chrome://exten-

B

sions allows students to start/stop

2?:2 o extensions, while chrome://settings
Supported on: [ yicrosaft Windoms XP 593 or later ] and other chrome:// addresses

V] provide settings or information that

Opticns: Help: students typically do not need. We
Block sccess toa st of URLs | Shomr Blocks access to the listed URLS. - also recommend disabling the 2 other
[+ This policy prevents the user from loading web pages from URLS to the blocked URLS at a

blacklisted URLs. The blacklist provides a list of URL patterns that

specify which URLs will be blacklisted.

Block access to a list of URLs

Walue

chrome://historyframe

£ chrome://chrome historyframe |

*

minimum.

Double click on the policy setting "Block access
to a list of URLs" and select "Enabled". Click
"Show..." and enter the URLs provided below.
Click "OK".

chrome://history-frame
chrome://chrome/history-frame

The second 2 URLs stop the students from getting to the Chrome history and/or wiping the history should you
want to keep it for posterity reasons.

securly



Blocking SPDY protocol
. Disable SPDY protocol Mot configured

You should block the SPDY protocol

Disable SPDY protocal as it has been known to cause issues
with Securly in how it is implemented
within Google Chrome.

| Prevl'ousSe‘l‘l\'ng| | Next Setting |

) Mot Configured Comment:

[>]

(®) Enabled
) Disabl

supported on: [ ficrosoft Windows XP SP2 or later Within the policy option, double click
on"Disable SPDY protocol" and
Options: Help: select "Disabled". Click "OK".

Disables use of the SPDY protocel in Google Chrome,

[<[ > [<]

b

If this pelicy is enabled the SPDY protocol will not be available in
Google Chrome

Setting this policy to disabled will allow the usage of SPDY.

If this policy is left not set, SPDY will be available.

Blocking QUIC protocol

| Allows QUIC protocol Mot configured
You should block the QUIC protocol
] Allows QUIC protocol as it has been known to cause issues

| PreviousSeﬂ\'ng| | Next Setting |

with Securly in how it is implemented
within Google Chrome.

) Mot Configured Comment:

[>]

O Enabled

(®) Disabled

Within the policy option, double click
on"Disable QUIC protocol" and select
Options: Help: "Disabled". Click "OK".

If this pelicy is set to true or not set usage of QUIC protecol in ﬁ

Supported on: - [ticrosaft Windows XP SP2 or later

<[] [<]

Google Chrome is allowed.
If this policy is set to false usage of QUIC protocol is disallowed.

securly 10



Proxy Settings

=] Chrome test [SRVD1.AD.K12PUBLICSCHOOLS.ORG] Palicy
4 & Computer Configuration

Choose how to specify proxy server settings

securly

p [ | Software Settings
p [ Windows Settings
4[] Administrative Templates: Policy definitions (ADMX fil
i [ Control Panel
4 [7] Google
4[] Google Chrome

7] Allow Google Chrome Frame to handle the 1
7] Configure remote access options

7] Content Settings

7] Default HTML renderer for Google Chrome |
7] Default search provider

| Extensions

] Home page

] Locally managed users settings

] Mative Messaging

[ 7] Password manager

[ Policies for HTTP authentication

E Choose how to specify proxy server settings

To make the best use of Securly we recommend that
the use of a proxy be completely disabled.

Within your Chrome lockdown GPO navigate to
Computer Configuration > Policies > Administrative
Templates: Policy Definitions (ADMX..) > Google
Chrome > Proxy Sever

Double click on the policy option "Choose how to
specify proxy server settings" and select "Enabled".
From the drop-down list in the Options dialog,
choose "Never use a proxy" and click "OK",

Mot configured

| Previous Setting | | Next Setting |

O Mot Configured ot =
(®) Enabled
() Disabled -
Supported on: [ \ticrosoft Windows XP SP2 or later &
W
Options: Help:

Choose how to specify proxy server settings

MNever use a proxy v

Allows you to specify the proxy server used by Google Chrome | ~
and prevents users from changing proxy settings, ARC-apps will
be able to use this proxy server too.

11



Allowed Apps and Extensions

|Z] Chrome test [SRVOT.AD.K12PUBLICSCHOOLS.ORG] Policy Along with force-installing security and other
4 i Computer Configuration inst ti | . d t t
4 5 Policies instructional apps, in order to preven

b [] Software Settings students from later instaling games and

b [ Windows Settings other time-sinks or VPN/proxy apps, it is
4 [ Administrative Templates: Policy definitions {ADMX files) retrieved from -

b [ Control Panel generally a good idea to configure this
4[] Goagle section as follows:
4[] Google Chrome Navigate within The Group Policy object to
7] Allow Google Chrame Frame to handle the following content . _ L .
| Configure remote access options Computer Configuration > Policies > Admin-

[] Content Settings istrative Templates: Policy definitions (ADMX

[ Default HTML renderer for Google Chrome Frame f||eS) > Google > Google Chrome > Exten-
7] Default search provider

| Extensions Sions

Double click on "Configure extension installation blacklist" and select "Enabled". Under the Options dialog, click
"Show..." and enter in "*" to block all extensions (except those you have allowed). Click "OK".

E Configure extension installation blacklist Mot configured

Extension I0s the user should be prevented from installing (or ~ for all)

Value

E Configure extension installation blacklist | T i | | Next Setting |

O Mot Configured Comment: Z
®) Enabled
O Disabled v
Supported on: [ \ficrasaft Windows XP SP2 or later (]
[v]
Cpticns: Help:

Allows you to specify which extensions the users can NOT install, | ~

Extension IDs the user should be prevented from Extensions already installed will be removed if blacklisted.

installing (or * for all)

Shaw A blacklist value of *' means all extensions are blacklisted unless
they are explicitly listed in the whitelist.
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Force Install AutoLogOut (recommended for shared devices)

Navigate within The Group Policy object to Computer Configuration > Policies > Administrative Templates: Policy

definitions (ADMX files).. > Google > Google Chrome > Extensions > and double click on “Configure extension
installation whitelist”

Configure extension installation whitelist

Cenfigure extension installation whitelist

Mot configured Mo

Change this from the default of “Not Configured” to
“Enabled” and then click on the “Show..” button.

() Not Configured ~ Comment:
® Enabled
) Disabled
Supperted oni | pticrosoft’
Cptions:

Extension |Ds to exempt from the blacklist

Extension |Ds to exempt from the blacklist page for the value enter:
“ohlcnddhihadnalofegeookbpglgadhe”

Walue

F ohlenddhihadnalefegecokbpalgadhe

Then click “OK” and “Apply” to save this as an allowed extension. Now this extension would need to be force
installed. To achieve this Double click on “Configure the list of force-installed apps and extensions”

5] Configure the list of force-installed apps and extensions Mot configured

securly 13



] Configure the list of force-installed apps and extensi You would then change this from the default value of “Not

Configured” to “Enabled” and click on the “Show...” button.

O Not Configured ~ Comment:
(® Enabled
O Disabled
Suppoerted 0Nt [ picrosoft Wind
Opticns:

Extension/App IDs and update URLs to be silently
installed

I D E o Contents

Extension/App |Ds and update URLs to be silently installed box you would enter in the ID

T “ohlcnddhihadnalofegeookbpglgadhe”
i ohlcnddhihadnalefegeockbpglgadhe)| and click “OK” and “App|y” and “OK”
* to save this.

A key requirement of a 1:1 Windows deployment is security — ensuring students are using the device safely and
productively. This document addresses several aspects of Windows Server and Group Policy that are important
to configure correctly for a successful 1:1 experience.

The Device Settings are only pushed down to the Windows device if the device is joined to your organizations

Active Directory domain. It is critical that users do not have administrative privileges. With such privileges, a user
can bypass any restrictions placed on the machine.
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Block users from terminating your forced installed extension

This particular setting will when “disable” is chosen will stop the end users from using the built in task manager
of Chrome from killing off your Chrome extensions that are forced down:

B Enables ending processes in Task Manager Not configured

m Enables ending processes in Task Manager

Previous Setting | |  Next Setting

O Not Configured Comment: [~
() Enabled
® Disabled ]
Supported on: | Microsoft Windows XP SP2 or later B
Opticns: Help:

Enables ending processes in Google Chrome's Task Manager. .A_

If set to false, the 'End process’ button is disabled in the Task
Manager.

If et to true or not configured, the user can end processes in the
Task Manager,
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Disabling IPv6 with Group Policy

O Go to: http://social.technet.microsoft.com/wiki/
contents/articles/5927.how-to-disable-ipv6-
through-group-policy.aspx
to get the “IPv6Configuration.zip”

@ Extract the files from the downloaded ZIP files.

© Copy over “IPv6Configuration.admx” from
DownloadLocation\IPv6Configuration\ to
C:\windows\PolicyDefinitions\.

O Copy over “IPv6Configuration.adml” from
DownloadLocation\IPv6Configuration\ to
C:\windows\PolicyDefinitions\.

e aew (] = |k v INEConfiguration
i = 3 Mew e -
L RE X B
P e e B il IR Deiop [ BSCorApmesarind |
g e " Dobosds (L EEACE s S
o ks
» ThsPC o Local Ok (CH) » Windews » PelcyDefintions v G
Hame - {atr rrcalfeed P8 Tha PC
B o
1] AdtiveXineeaienviceadma
| AddRemoveProgremas.sdma
| AppCompst-sdma

Appackagehlanager udmo

© Open “Group Policy Management”

0@ Right click your OU with your devices in it and
select “Create a GPO in this domain, and Link it
here..”

a |z Student

> 3 Teacher”

Create a GPO in this domain, and Link it he&e... ”

securly 16

@ Title this new GPO “Disable IPv6”

Name:
|Disable 1P

Source Starter GPO:
| {none)

©® Right click this new GPO and select “Edit..”

Student
4 3] Students m e
% DizablelPV= -
i 2] Teachers | Edit... P ||

© Navigate to Computer Configuration > Policies >
Administrative Templates: Policy Definitions
(ADMKX files..) > Network > IPv6 Configuration

|§I DisablelPVe [SRVD1.AD.K12PUBLICSCHOOLS.ORG] Poliq,rl
4 i Computer Cenfiguration
4 7| Policies
b [ Software Settings
b [ Windows Settings
4 [ 7] Administrative Templates: Policy definitions (ADMX file:
p [ Contrel Panel
[ Google
a [ Metweork
] Background Intelligent Transfer Service (BITS)
| BranchCache
] DirectAccess Client Experience Settings
7] DNS Client
[ 7] Hotspot Authentication
[7] IPvb Configuraticrq




@ Double click on “IPv6 Configuration Policy”

e Configuration

1Pv6 Configuration Policy Setting State Comment

IPvE Configuratir* Policy Mot configured

Edit policy setting

Requirements:
At least Windows Vista

@ Change this to “Enabled” and for “IPv6 Configu-
ration” dropdown to “Disable IPv6 components”
IPv6 Configuration Policy

© Not Configured ~ Comment: =]
@® Enabled
O Disabled [¥]
Supported on: [t jeast Windows Vista
—
-
Options: Help:
1Pu6 Configuration This policy configures IPv6 on network interfaces. By default, | ~
Windows 7, Windows Server 2008 and Windows Vista enable and
Disable all IPvG components v] use IPv6 as the default protocal.

Offsite Filtering
Part 1: Getting the script copied over:

© Download the applicable attached script and © Move the script to a shared folder from your
edit it to replace the first IP address with your server
internal DNS servers IP.

O Open up "Group Policy Management"
® Rename the saved script to setdns.bat

securly:// 17



© Create a new GPO object © On the "New File Properties Window", uncheck
"Archive" and check the hidden box. Click the

3 Group Policy Management Copy Secur
4 g% Forest: ad.k12publicschools.org Tm@ “..." button for Source File(s) and navigate to
4 [ Domains the downloaded file.

4 = | Links
e b Newreroperes

. . General
® Name this "Copy Securly File" Common
@? Action: |Update v |
|l::mezs — Source file(s): | | mk
ecury File
il Destination File: | | ‘
Source Starter GPO: [ suppress errors on individual file actions
[ inome) Attributes
[(JRead-only
[w] Hidden
[ Archive

@ Right click the newly created GPO and
then click "Edit"

© For Destination file: input a locaiton that
students do not have access to, such as

4 (54 Domains "C:\windows\setdns.bat. Click "Apply" and
4 3 ad.kl12publicschools.org then "OK".

=5 Copy Secur File | Displa)

i Default Dor %Ed“---
2] Domain Co Enforced

b & Group Polial /1 Link Enabled

I+ ,:; W Filters Save Benod
b (5 Starter GPO i

© Go to Computer Configuration > Preferences
> Windows Settings > Files , right click and go
to "New" and then "file"

Copy Securly File [SEVO1.AD K1,
4 & Computer Configuration
r [ Policies

4 7] Preferences
4 [ Windows Settings
Environment
45 Fil T
Y | Mew 4 LLLT File ||

AT e ler 9

Processing
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Part 2: Script actions

© Open up "Group Policy Management".

© Create a new GPO object.

15 Group Policy Management Copy Secur
4 ﬁ Forest: ad.k12publicschools.org

- ' Scope | Detail:
4 [55 Domains

- Links
4 cschoals.ora |
| Create a GPO in this domain, and Link it here... [} |

©® Name this policy "Securly DNS actions".

(%} Domains
4 ﬁg ad.k12publicschools.org
15/ Copy Securly File

E=§.r Default Diamain Boli

I 2] Domain t

Links
Display links in this location:

b [ WMIFiltg  MName:
I .:E Starter GR |Sec1.|rhr DNS actions

£ Group Policy Mg Source Starter GPO:
[ Group Policy Re: |{none}

O Right click the newly created GPO and select
"Edit".
5L Group Policy Management

A é‘ Forest: ad.k12publicschools.org
4[5 Domains

Securly Dk
Scope | Detz

;

4 3 adkiZpublicschools.org Links
2/ Copy Securly File Display links i
E?J Default Domain Policy The fallowing
7| Securly DNS actiops
b [2] Domain Controll Edit... ~ ”

securly

© Drill down to User Configuration > Preferences >
Control Panel Settings > Scheduled Tasks and
right click "Scheduled Tasks" and go to New >
Scheduled Task (at least Windows 7).

a 4%, User Configuration
b ] Policies
4[] Preferences
b [ Windows Settings
4 (@] Control Panel Settings
5 Data Sources
% Devices
q Folder Options
m‘ Internet Settings
g Lecal Users and Groups
MNetwork Options
ﬁ Power Options

Description

No policies selected

@ Printers
O Regicnal Optiens
[&] Schechles Tocle
Startf]  New v Scheduled Task
Al Tasks 3 Immediate Task (Windows XP)
View b Scheduled Task (At least Windows 7)

Immediate Tast\EAt least Windows 7)

©® In the Name area enter "Securly DNS".

General |Triggers IActions IConditions ISettings I Co
ﬁ Action: |Update
Mame: Securly DNS|
Author: k12school\Administrator




© Under "Security Options" click the "Change User
or Group" button.

ﬁ Action: ‘Updata Vl
Name: | Securly DNS| | I:

Author: k12school\Administratar

Description: ‘

Security options
When running the task, use the following user account:

%L ogonDomain %! YeLogonUser %

| | Change User or Group... w

Run only when user is logged on
) Run whether user is logged on or not

Do not store password. The task will only have access to local resources.

[ Run with highest privileges

© In the window that popped up type in "System"
and click the "check names" box then click “OK”.

Select User or Group -
Select this object type:
|U5er or Builtin security principal | | Object Types... |
From this location:
|ad.k12p|.|blic5d'mols.org | | Locations. .. |

Enter the object name to select (sxamples):

SYSTEM Check Names

o

|| Cancel |

© Also check the "Run with highest privileges" box.

Security options

Wihen running the task, use the following user account:

NT AUTHORITY'System ‘ ‘ Change User or Group...

(®) Run only when user is logged on
() Run whether user is logged on or not

Do not store password. The task will only have access to local resources.

Run with highest privileges

securly

{® The completed General Tab should look like the
below.

General | Triggers | Actions [ Conditions | settings | Common |

ﬁ Action: |Updats v
Name: | Securly DNS | |:|

Author: k12school\Administrator

Description: ‘ ‘

Security options

When running the task, use the following user account:
NT AUTHORITY\System | [ changeUserorGrowp... |

) Run only when user is logged on
(O Run whether user is logged on or not
Do not store password. The task will only have access to local resources.

Run with highest privileges

[tiidden Configure for: | Windows VistaiVa or Windows ServeriéVz 2008 v |

ok |[ cancel |[ appy ][ rep |

@ Click on the "Triggers" tab and then click the
"New" button.

General | Triggers |Acﬁuns | Conditions I Settings I Comme

When you create a task, you can spedfy the conditions

Trigger Details

Edit... Delete



@& Open up "Group Policy Management".

New Trigger
Beqin the task: On & schedule Y]
Settings On a schedule
~ Atlog on
(®) One time SAt startup e
~ On idle
() Daity
At task creation/modification
O Weekly 0On connection to user session
0On disconnect from user session
(") Marthl On workstation lock
& On workstation unlodk
® Change:
Log to: "Microsoft-Windows-NetworkProfile/Op-
erational"

Source to: "Microsoft-Windows-NetworkProfile"
Event ID to: 10000

Check the "stop task if it runs longer than:” to
30 minutes.

Check the “Activate” box.

Check the “Enabled” box.

Click the “OK” box

Begin the task: ‘Un an event v |
Settings
®) Basic
- Log: |M\r:msc&WindowsNetwerld’wﬁle,’Operaﬁonal w ‘
O Custom
Source: |M\aesc&WindowsNeMerld’wﬁle v ‘
EventID: [ 10000

Advanced Settings
[ oelay task for: 30 minutes

[IRepeat task every: 1 hour For a duration of: | 1 day

Stop all running tasks at end of repetition duration

Stop task if it runs longer than:

Vlactvate: | sp24/2016 [Elv | 8:4:3BAM o ‘ [ synchronize across time zones
[ Expire: 5/24/2016 [E ‘ B:423BAM o | Synchronize across time zones
Enabled

ko Jew ]
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@ Click on the "Actions" tab and select "New".

| General I Triggers | Actions |Cundiﬁuns I Settings | Commar

When you create a task, you must specify the action tha

Action

Details

Delete

chosen in Part 1:

® For the "Program/Script" area, enter the path

ex: C:\windows\setdns.bat then click "OK" to

save the changes.

You must specify what action this task will perform.

Action: Start a program

Settings

Program/script:

| C:\windows'\setdns.bat]

Add arguments(optional): |

Start in{optional): |

oK | | Cancel




® Click "Apply" to save all of the settings.

General | Triggers | Actions | Conditions | Settings | Common |

When you reate a task, you must specify the action that will occur when your task starts.
Action Details
Start a program Cr\windows\setcns.bat

[<] [ >

[ mew.. ] [ edt.. | [ oelete |

[oc J[ concd |[ gy [ rep |
&

securly



Conclusion

By following these recommendations, the school IT and educators will be better able to shape

and secure the kids’ online screen time on the 1:1 Chromebook deployments.

About Securly

Securly is a cloud-based web filter that provides in-school and take-home filtering across all
devices. For more information, please visit www.securly.com or email sales@securly.com
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