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Overview

A key requirement of a 1:1 Chromebook program is security — ensuring students are using the device
safely and productively. This document addresses several aspects of the Google Apps for Education
Admin Console that are important to configure correctly for a successful 1:1 experience.

The Google Apps cloud-based policy essentially consists of:

. Device Settings and User Settings

While the User Settings are pushed down to the Chrome browser regardless of the device as soon as
the user logs in, the Device Settings are only pushed down to the Chromebook device if the device is
enrolled into the school’s enterprise policy as configured via the admin console.

Chrome Device Settings

Device Enrollment

The Device Settings can include important pieces such as Guest Mode access or Sign-in Restrictions
(both described in this paper). In order to have the Chromebooks be enrolled into the school policy,
ensure the device is enrolled into the enterprise policy.

To achieve this, go to Device Management > Chrome Management > Device Settings. Keep the

“Force devices to re-enroll into this domain after wiping” setting turned on for Organizational Units
whose devices need to be managed by the admin console.
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Device management > Chrome »> Device Settings

ORGAMIZATIONS search setiings

» k12publicschools.org Enrollment & Access @

= Elementary School

BuddyTest Forced Re-enrollment

Force device to re-enroll into this domain aftery

Inherited
K Force device to re-enroll into this domain after wiping
Device iz not forced to re-enroll after wiping

3

Now, when your Chromebooks first arrive, your students can login with their admin console-created
credentials. This will automatically enroll the Chromebooks into the enterprise policy for the school —
without the admins needing to individually login to each of these devices.

Securly SSL Certificate Enrollment

PART OF SECURLY'S 5-MINUTE SETUP!

Since Securly does MItM (Man In the Middle) SSL interception to decrypt SSL websites, Chromebooks
must have our SSL certificate installed. This is accomplished via Device Management > Network >
Certificates.

Our certificate can be downloaded here:

= Device management > Network > Certificates

ORGANIZATIONS SETTINGS for k12publicschools.org

+ k12publicschools.org
Locally applied

BuddyTest Issued by: * securly.com, Securly, Inc.
Issued to: * securly.com, Securly, Inc.
v Elementary School Issued on:Jan 26, 2015 Expires on:Jan 30, 2020

Restricted to: Chromebooks, Mobile devices

» Henry Test
vy This certificate is not being used by any networks.

Marketing Test ) )
Multiple sign-in will be disabled for users where SSL-inspecting certs are in effect
Middle Schoal Use this certificate as an HTTPS certificate authority.

Staff
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https://support.securly.com/hc/en-us/articles/206235928-Importing-the-Securly-SSL-Certificate-in-the-Google-Apps-Admin-Console

Guest Mode

We recommend disabling Guest Mode to allow better auditing of student activity. The Guest Mode
otherwise allows the Chromebook to be used as a guest without the district user policy in place. This
mode is similar to the Incognito Mode supported by the Chrome browser — which we also recommend

turning off in a subsequent section.

Device management > Chrome »> Device Settings

ORGANIZATIONS Search s

+ k12publicschools.org

= Elementary School

Sign-in Settings @

BuddyTest
r KG
Guest Mode Allow Guest Mode
» Henry Test Inheritad
Do not allow guest mode v

Marketing Test

Sign-in Restriction

Just like Guest Mode and Incognito Mode, this setting — if not configured correctly — can allow
students to use their personal Gmail IDs to evade auditing while browsing online.

As shown below, by using *@domain command separate list, we can prevent students from logging in

with @gmail.com.

= Device management > Chrome > Device Settings

ORGANIZATIONS Search setlings

Sign-in Restriction

~ k12publicschools.org ] ;
ocally applied

» Elementary School

» Henry Test
Marketing Test
Middle School

Staff

Autocomplete Domain

Locallv apolied

Staging

securly

Restrict sign-in
Restrict Sign-in to list of users: v

Enter a comma-delimited list of usernames who can sign in to the device. Wildcards (*) are allowed in the local pz
*@k12publicschools.org

Domain name autocomplete at sign in



Chrome User Settings

Pages to Load on Startup

We recommend using this setting to display an Acceptable Use Policy (AUP). The school's AUP will
be the first thing students see upon opening their browsers. This serves to remind students of proper
online conduct and any other school policies they are bound by.

= Device management > Chrome »> User Settings

ORGANIZATIONS Search settings

- R Pages to Load on Startup  Pages to Load on Startup &
Locally applied Put each URL an its own line. For example:
» Elementary Schoaol example.org
http: le.
b Henry Test p:/fexample.com

hitps://mewww k1 2publicschools.crg/aup.himl
Marketing Test

Middle Schoal

Safe Browsing & Malicious Sites

This setting allows you to protect your students against malicious sites. While Chromebooks are
generally hardened and immune to most forms of malware, it is important to note that the User
Settings from the admin console apply to the Chrome browser even on other devices such as Win-
dows machines. Further, malicious sites can also include Phishing or other sites that involve platform
independent vulnerabilities that target the user directly — e.g. identity theft, financial theft, password
theft etc.

You can safely leave the following settings on for this section:

= Device management > Chrome > User Settings

ORGANIZATIONS Search setlings

Safe Browsin Safe Browsin
~ k12publicschools.org Locally annlied g g v
’ Always enable Safe Browsing v
v Elermentary School
» Henry Test Malicious Sites Malicious Sites
Locally applied

Marketing Test Prevent user from proceeding anyway to malici ¥
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Proxy Settings

To make the best use of Securly, we recommend that the use of a proxy be completely disabled.

= Device management > Chrome > User Settings

ORGANIZATIONS search settings

. Network @
- k12publicschools.org
» Elementary School
» Henry Test Lp,r?:t v ??:ﬁ:gs Proxy Mode

N v
Marketing Test ever Use a proxy

Middle School

Force-installed Apps and Extensions
PART OF SECURLY'S 5-MINUTE SETUP!

Using the “Force-installed apps and extensions” wizard, search for the filtering extension of your
choice on the Chrome Web Store, and deploy it to the organizational units that will take the devices
home.

Device management > Chrome > User Settings

ORGANIZATIONS Search settings

* k12publicschoals.org
Force-installed Apps and Bulk install the Apps pack for Business for your organization. Learmn more

» Elementary School Extensions

Locally zpplisd 1 apps or extensions will be automatically installed. Manage force-installed apps

~ Henry Test

Then you would select “Specify a custom App” with an
ID of: iheobagjkfkinlikgihanlhcddjoihkg
and the URL of: https://clients2.google.com/service/update2/crx
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Force-installed Apps and Extensions

The selected apps and extensions will be automatically installed.

< | | Specify a Custom App Total to force install: 1

You must supply both the extension id and the @ Securly for Chrom... Detailz Remaove
url where the extension is hosted. o

I [iheahagjkfkinlikgihanlhcddjoihkg
URL |https://clients2.google.com/service/up

A D@

Allowed Apps and Extensions

Along with force-installing security and other instructional apps, in order to prevent students from later
installing games and other time-sinks or VPN/proxy apps, it is generally a good idea to configure this
section as follows:

Device management > Chrome > User Settings

ORGANIZATIONS Search settings

- k12publicschools.org

Allow or Block All Apps and Chaose which Chrome apps and extensions to allow.
Extensions

Locally applied

» Elementary School
v Block all apps and extensions except the ones | allow v Q

* Henry Test

Plugin Authorization

A frequent user-experience issue is that certain plugins request authorization from the students before
they install or initialize. If we follow the white-listed approach of only letting plugins that are installed by
the admins run, we can go ahead and auto acknowledge these authorization requests so they are
never presented to the students.

securly 7



= Device management » Chrome »> User Settings

ORGANIZATIONS search settings

= k1Zpublicschools.org Plugin Autherization Plugin Authorization »
Inherited

¥ Elementary School Always run plugins that require authorization ¥

Incognito Mode and Browser History

To prepare evidence reports, we recommend keeping browser history turned on. Further, we find that
the Incognito Mode bypasses pre-installed security apps and can be used to evade district filtering
policy. The following settings are recommended.

= Device management > Chrome > User Settings

ORGANIZATIONS Search settings

- k12publicscheols.org Incognito Mode Incognito Mode

Disallow incognito mode v
» Elementary School

* Henry Test
Browser History Always save browser history v
IT Admin Inherited

Safe Search on Google

If your district's web filter does not support Safe Search for Google, the following setting allows you to
enforce safe search directly via the Chrome policy. This applies only to the Google search engine. In
order to achieve safe search on other search engines, you need a web filter that is capable of enforcing

this on those engines.

= Device management > Chrome > User Settings

ORGANIZATIONS Search setlings

Safe Browsin Safe Browsin
= k12publicschools.org Locally applied g 9 ¥
' Always enable Safe Browsing v
» Elementary Schoaol
» Henry Test Malicious Sites Malicious Sites

Locally applied
Marketing Test - Prevent user from proceeding anyway to malici ¥
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Developer Tools

Developer tools allow users to debug network, script, apps and other issues. In a 1:1 program howev-
er, these could be used to circumvent district policy or gain unfair advantage over other students by
reverse engineering edtech applications that transmit insecure data or have confidential information
hidden away in the code.

We recommend disabling developer tools.

= Device management > Chrome > User Settings

ORGANIZATIONS search settings

Developer Tools Developer Tools &

+ k12publicschools.org
Always allow use of built-in developer tools v

¥ Elementary Schoaol

Blocking Chrome:// URLs

You should disable chrome://extensions and consider disabling chrome://settings. Chrome://exten-
sions allows students to start/stop extensions, while chrome://settings and other chrome:// addresses
provide settings or information unnecessary to students. In addition, we recommend disabling the two
other URLs shown in the image below. To block the URLs: Device Management > Chrome Man-
agement > User Settings > Select your OU > URL Blacklist

= Device management > Chrome »> User Settings

ORGANIZATIONS

~ k12publicschools.org

URL Blocking URL Blacklist

Locally 2pplied Any URL in the URL blacklist will be blocked, unless it also appears in the URL blacklist exception list. Put each URL on its own line. For example:
example.arg
http://example.com

IT Admin [Google Chrame Build 15.0.874.124]

chrome://history-frame
SR chrome:/fchrome/history-frame
g ‘

Teachers

» Elementary School

* Henry Test

The second two URLSs stop the students from getting to the Chrome history and/or wiping the history,
should you want to keep it for purposes of archiving.

Enforcing YouTube Restricted Mode

It is recommended to use GAfE to enforce YouTube Restricted so that Chromebooks will always get
restricted mode. Using this method also allows your teachers to override blocked videos or entire
channels. To achieve this: Google Admin > Apps > Additional Google Services > YouTube.

securly 9



First select “Content Settings” and check the box for “Signed in users in your organization can only
watch restricted and approved videos...” so that videos are restricted.

= Apps » Additional Google services > Settings for YouTube

YouTube

ON for some organizations
View the status for sach org

httpz//www.youtube.com

~ Content settings

Setup ‘You can restrict which YouTube videos are viewable by users in your organization and on your
network:

1. Check the box below to restrict YouTube for signed in users
2. Go fo YouTube Permissions settings to select the level of restriction for signed-in users

3. Set up your network to restrict YouTube for all users on your network. Verify

[ signed in users in your organization can only watch restricted and approved videos

Approved videos Review videos your organization has approved. See approved videos
Special approvers Choose who can approve videos for your organization. See YouTube Permissions settings for more
options.

[ verified Google Classroom teachers can approve videos

Then you may start configuring the settings for your OUs by selecting the permissions area:

= Apps > Additional Google services > Settings for YouTube

ORGANIZATIONS

YouTube

~+ I 2publicscheols org o
> ON for some orgamzaﬁcns

View the stats for each arg

» Elementary School

S Harey et ttpc/fwww.youtube.com
IT Admin
s Content settings
Restrict YouTube content for your domain
Teachers
Marketing Test
Middle School ~ Permissions Settings for Students
Staff
Staging Permissions at this level After configuring YouTube content settings, you can edit permissions by
Inherned organization. @
Support
M (@ strict restricted YouTube access
() Moderate restricted YouTube access
() Unrestricted YouTube access
() Can approve videos
Strict Restricted Enabled by default only when you choose the option “restrict
YouTube access content for logged-in users in your organization”.

) Users can only watch restricted and approved videos. This
Moderate Restricted offering is similar to the Restricted Mode setting in the YouTube
YouTube access app and offers a larger corpus of videos than the Strict offering.
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Unrestricted Users can browse all of YouTube when signed-in even
YouTube access if you’ve also set network-level restrictions.

Can approve videos
and channels

You can designate individuals or organizational units to
approve videos and channels so that signed-in users

in their organization can watch them.

For additional information on how your teachers can approve YouTube channels and videos, please

refer to this article from Google.

Google Drive Apps

It is possible for students to install time wasting apps via Google Drive. To stop this from occurring:
Google Admin > Apps > Google Apps > Drive > Data Access > uncheck the box for “Allow

Users to install Google Drive Apps.”

= Apps > Google Apps > Settings for Drive

Manage offline access to files and set Google Drive policies

~ Data Access

offline
Locally spplisd

Drive
Locally applied

Drive SDK
Locally applisd

Add-Ons

Locally appliad

securly

Settings for k12publicschools.org

Allow users to enable offline Docs
Copies of recent files will be synchronized and saved on the user's computer.

@ Allow users to download, install, and use Google Drive for Mac/PC
Google Drive for Mac/PC lets you sync your files between your computer and
Google Drive, 50 you can access your most up-to-date files from any device
and easily collaborate on work with others. (7]

o Allow use of Google Drive for Mac/PC, but hide the download links in the
Drive interface

Choose this option if you want to use the Google Drive Windows MSI to
distribute Google Drive to your enterprise

O Do not allow Google Drive for Mac/PC in your organization

[J Allow users to install Google Drive apps
Google Drive apps allow users 1o open their files in web apps installed from
the Chrome Web Store. @

[ Allow users to install Google Docs add-ons from add-ons store.
Docs add-ons allow users to use Docs features built by other developers. @
Mote: The above settings do not affect your users' ability to install these apps
from Google Apps Marketplace. You can manage access to Marketplace apps
by clicking Marketplace Settings under Apps.
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Auditor for Google Mail and Chats
by Securly

Monitoring Google Mail and Chats for student safety is part of CIPA compliance requirements:
"The policy proposed must address... Security and safety of minors using chat rooms, email, instant
messaging, or any other types of online communications."

Traditional web filters do not address this vector. To help IT Admins deal with this issue, Securly has
introduced a FREE tool that uses Machine Learning techniques to monitor Google Mail and Chat for
instances of bullying and self-harm. At no cost to schools, Securly can also alert Principals, Guidance
Counselors and Parents of such activity.

To sign up for a free Auditor account, click here.

Conclusion

By following these recommendations, school IT admins and educators will be fully equipped to

shape and secure their students' online screen time on the 1:1 Chromebook deployments.

About Securly

Securly is a cloud-based web filter that provides in-school and take-home filtering across all
devices. For more information, please visit www.securly.com or email sales@securly.com
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